Please note:
In this document the term ‘Data subjects’ has not been used. Surrey and Borders
Partnership NHS Foundation Trust have used the term ’people’ which is in line with the
Trust’s Vision and Values statements.

This document refers to GDPR – Regulation (EU) 2016/679 - General Data Protection
Regulation - which is applicable in all EU member states. On the UK’s departure from the
EU, GDPR will continue to have effect, subject to some minor changes, and re-enacted as
the “UK GDPR”.

Article 3: Territorial Scope
As Surrey and Borders Partnership NHS Trust (referred to as ‘The Trust’) is based in the
UK/EU GDPR applies to the activities when undertaking the use (processing) of personal
data.
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Article 4: Definitions
These explain what the terms used under GDPR mean:
•

Personal data: Information which helps to identify actual and specific individual. It can
include details like your name, or unique identity number (such as NHS number or
National Insurance number) and where you live. See also ‘Sensitive Personal Data’
(also called “Special Category Data”)

•

Sensitive Personal Data This is Personal data which reveals a person’s race or
ethnicity, political opinions, religion or beliefs, trade- union membership, physical or
mental health or sex life, and genetic and biometric data
Genetic data are biological features present at birth which are unique to a person,
such as DNA, while biometric data are aspects and features, such as your face.
Full details about Personal data and Sensitive Data can be found here.

•

Processing (Use of data): When anything is done to, or with, personal data (including
simply collecting, storing or deleting those data), it is termed as ‘processing’ – for this
document we use the term ‘Using’.

•

Restriction of processing: One of the Data Rights enables you to ask for limits on
how your data is used. Details on data rights and what they mean can be found here.

•

Profiling: When personal data is used to make a prediction based on using
automated use of data, without any human input.

•

Pseudonymisation: where data is changed to remove the specific details which ‘links’
it back to an individual (whether directly or indirectly), if the ‘link’ can be put back, this
is called ‘Pseudonymised data’. Remember: Pseudonymised potentially can identify
and individual, so it is personal data.

•

Anonymisation: Unlike Pseudonymised data, anonymised data is data which does
not relate to an identified or identifiable natural person or to personal data rendered
anonymous in such a manner that the individual is not or no longer identifiable.
Remember: Anonymised data is not personal data as it does not identify the
individual.

•

Data controller: Under GDPR, a data controller is the person (who can be an
individual or, like the Trust, a corporate body) who decides the purposes for which
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Personal data is used and how it is used. The data controller has a legal
responsibility for how the data is used, stored and disposed of, as detailed by GDPR.
If the Trust works with other people in determining the purposes and means of
processing, this will result in a joint data controller relationship existing. Each joint
controller has legal responsibility for the data. Full details can be found here.
•

Data Processor: The data processor uses personal data on behalf of the data
controller, based on the directions set by the data controller. The data processor has
liability for data breaches.

•

Recipient: This is who gets the final data once it has been used.

•

Third-party: Any person/Trust, who are authorised by the data controller or data
processor to use personal data.

•

Consent: Under GDPR, the Trust needs to be able to say what legal right (called
‘lawful processing’) it has to use personal data. Full details can be found here. There
are various lawful processing conditions, which Consent is one

•

Data breach: a breach of security leading to the accidental or unlawful destruction,
loss, alteration, unauthorised disclosure of, or access to, personal data. This includes
breaches that are the result of both accidental and deliberate causes.

•

Supervisory authority: Under GDPR, each EU country has to say which agency is
responsible to make sure the terms of GDPR are followed. They have a responsibility
to individuals to make sure their data rights are protected and deal with complaints or
data breaches. In the UK, The Information Commissioner’s Office (ICO) is the UK’s
supervisory authority.

•

Health Professional: In some circumstances, the opinion of a “health professional”
has to be obtained when deciding whether to provide personal data to a person. In
this context, a health professional is the clinician who is currently or was most
recently responsible for the diagnosis, care or treatment of the person who users our
services.
Alternatively, where more than one health professional is involved, the health
professional is the most suitable person to provide an opinion.
Where there are no health professionals available within the above categories, a
health professional who has the necessary experience and qualifications to provide
an opinion on the question should be involved.
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Article 5: Data Protection Principles:
GDPR has 6 key values which are its principles:
1. Personal data is to be used according to the law, in a fair and open way.
2. data has to be collected for an explicit, definite and lawful purpose.
3. Data must be adequate, relevant and limited to what is necessary
4. Personal data has to be accurate - if it changes it has to be kept up to date.
5. Personal data should only be kept for as long as it meets its need and purpose.
6. Personal data is to be kept safe and secure from unlawful use, loss, destruction and
damage.
Details on the GDP ‘Principles’ can be found here.
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Article 6 – Lawfulness of using personal data
Under GDPR (see Data Protection Principles) to use personal data lawfully we (the Trust)
have to comply to the at least one of the specified conditions which are below. We mainly
use conditions 1 and 2 for the provision of health and social care, and where sensitive data
is used, we also use conditions A, B and C.
Condition 1) The Trust, as part of the NHS has a responsibility to provide health
and social care. The use of personal information is needed in order to do this. Full
details of article 6(1)(e) can be found here.
Condition 2) The Trust to meet with legal requirements needs to use personal data.
Processing is necessary for compliance with a legal obligation. Full details of article
6(1)(c) can be found here.

There are additional conditions which are not normally used by the Trust but may be relevant
in specific situations:
Condition 3) Consent: This is unlikely to be the most appropriate condition in the
context of providing health and social care because it may limit the Trust in being
able to treat the person. Full details of article 6(1)(a) can be found here.

Note: In addition to Condition 3) Consent, there is a separate Common Law requirement on
consent. Within the UK, as well as the law made in Parliament, there is also what is called
‘Common Law’. This uses previous judgements made in a law Court as the basis for its
decisions. Common law decisions run alongside any legal requirement.

Based on Common Law, if the Trust wished to disclose personal information to anyone
beyond the team providing care, it should first seek the consent of that person either
explicitly or in an implied way.
• Explicit consent is where agreement is documented.
• Implied consent is where the person could reasonably expect their data to be used in this
way and has not objected. Implied consent can be done by providing information to the
person, e.g. by privacy notices materials.

However, disclosure can be undertaken without consent if it is necessary to:
• Safeguard the individual, or others, or in the public interest;
• Where there is a legal duty to do so, for example a court order.
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Condition 4) Contractual necessity: Not used for health and social care purposes
because it relates to where there is a contract with the individual. Full details of article
6(1)(b) can be found here.
Condition 5) Processing is necessary to protect the vital interests of a person, or
other member of the public: This lawful basis may be used in life and death
situations. Full details of article 6(1)(d) can be found here.
Condition 6) Legitimate interests: This is not generally applicable to activities carried
out by public authorities. Full details of article 6(1)(f) can be found here.
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Article 9 – Processing of special categories of personal data
Where sensitive data is used, we also need to use one of these conditions:

Condition A) The use and sharing of sensitive data is required for health-related
treatment to be undertaken by health professionals, including the management of
health or social care systems and services: This is used as a lawful basis option for
health and social care activities by the Trust. Full details of article 9(2)(h) can be
found here.

Condition B) The use and sharing of sensitive personal data is necessary to comply
with employment law, or laws relating to social security and social protection: This is
used as a lawful basis option for health and social care staff management activities
by the Trust. Full details of article 9(2)(b) can be found here.

Condition C) The use and sharing of sensitive persona data is necessary for reasons
of public interest in the area of public health. This is used as a lawful basis option for
health and social care activities by the Trust. Full details of article 9(2)(i) can be
found here.

Condition D) The use and sharing of sensitive personal data is necessary for
archiving purposes in the public interest, for historical, scientific, research or
statistical purposes, subject to appropriate safeguards. This is used as a lawful basis
option for health and social care research activities by the Trust. Full details of article
9(2)(j) can be found here.

There are additional conditions which are not normally used by the Trust but may be in
specific situations:

Condition E) Explicit consent: This is unlikely to be used for health and social care
purposes because the condition may limit the NHS in being able to treat the person.
Full details of article 9(2)(a) can be found here.

Condition F) The use and sharing of sensitive personal data is necessary to protect
vital interests of the individual (or another person) where they are incapable of giving
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consent: This may be used for health and social care purposes in life and death
situations. Full details of article 9(2)(c) can be found here.

Condition G) Where the use and sharing of sensitive personal data is carried out in
the course of the legitimate activities of certain charitable or not-for-profit bodies, with
respect to its own members, former members, or persons with whom it has regular
contact in connection with its purposes: This condition will not be relevant to the
Trust. Full details of article 9(2)(d) can be found here.

Condition H) The use and sharing of sensitive personal data relates to sensitive
personal data which have been clearly made public by the individual subject: May be
used for health and social care purposes. Full details of article 9(2)(e) can be found
here.

Condition I) The use and sharing of sensitive personal data is necessary for the
establishment, exercise or defence of legal claims, or for courts acting in their judicial
capacity: May be used for health and social care purposes. Full details of article
9(2)(f) can be found here.

Condition J) Where the use and sharing of sensitive personal data is necessary due
to issues of public concern subject to data rights its purpose. Not used for health and
social care purposes. Full details of article 9(2)(g) can be found here.

A summary table of the GDPR lawful processing conditions used by Surrey and Borders can
be found in the Privacy Notice section of our website, here.

Article 12 – Transparent information, communication and modalities for the exercises
of data rights
The people who use our services, carers and our employees are entitled to be informed
about what, how and why we use and share personal information relating to them.
• We have a page on our website that provides the information through privacy
notices, this can be accessed on the Surrey and Borders ‘Sharing Your Information’
webpage, here.
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• You can download versions to be printed with easy-read versions also available.
These can also be found on our website here.
• You can also ask your health professional to explain this to you verbally during your
consultation. We also make our information leaflets available in Braille, audio or other
languages on request.

Please contact us at communications@sabp.nhs.uk or call 01372 216 285 to make your
request.

Article 13 - Information to be provided where personal data are collected from
individuals
Privacy Notices are available on the Surrey and Borders website, which are available here.

Article 14 - Information to be provided where personal data has not been obtained
from the individuals
When personal information about an individual has not been obtained directly from them, in
order to comply with the GDPR principles (fairness and transparency), the data controller
has to provide information about the data and its use, in a Privacy Notice.

Data Rights
Article 15 – Subject Access Request (SAR)
The people who use our services, carers and employees have the right to have access to
personal information that we hold about them. Various pieces of legislation cover what you
can request from our records about you:
•

The Data Protection Legislation (the term we use to refer to the General Data Protection
Regulation and the Data Protection Act 2018) gives people the right of access to
personal data about them, held both electronically and in a manual form. There are
cases however when we are not required to comply with a request to exercise this right.
One important example is where data of people who use our services is held in health
records.
If the health or social care professional responsible for your clinical care believes
information is likely to cause serious harm to your physical or mental health (or harm to
others) then we can withhold that information. They do not have to tell you that they
have done this. Another example is data about other people. We cannot release data
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identifying another person without their written consent. If data we hold relating to you
also contains data about other people (for example data from or about a family member)
then we cannot give you that information unless we have their consent, or unless it is
reasonable do so without consent.
•

The Access to Health Records Act 1990 covers accessing information about someone
who is deceased. We keep records for 8 years after someone has passed away.
Applications can be made by the deceased persons’ representative or by any person
who may have a claim arising out of that person’s death. For example, the relative of
someone who has died might apply to see the deceased person’s information. There
are strict rules about what information can be shared, and sometimes requests may be
denied.

Parents or guardians may request access to a young person’s records, and a young person
(usually at the age of 13 or over) can apply to see their own records. In all cases the young
person must be able to give informed consent to accessing records, which means they must
understand what they are asking for.

There are standard ways for us to work out whether a young person is capable of giving
consent, and this process is often called Gillick Competence. We may use this to work out
whether they are able to make an informed decision. If the young person is not able to make
an informed decision, then the Trust will decide whether releasing the information is in the
young person’s best interests.

To make a request for data, please complete our form which is available on our website and
return with any documents that support your application to us. The form explains what you
need to send in. You can return it by:
• Email: Records.Team@sabp.nhs.uk.
• Post: Records Management, Surrey & Borders Partnership NHS Foundation Trust,
18 Mole Business Park, Leatherhead, Surrey KT22 7AD.
Once we receive your information, we will keep it secure.

Complex data requests
At present each SAR must be processed without undue delay and at the latest within one
month of receipt. However, the timescale for some SARs can be extended by a further two
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months if the request is considered as complex, or if we have received a number of requests
from the same individual.

What do we mean by a Complex data request?
We consider a range of factors when deciding whether a request is complex:
1. The request requirement: To consider the volume of material to be collated,
reviewed, redacted (if necessary) and prepared for issue.
2. It may be necessary to identify a health professional to review records if the person
requesting the information is not currently receiving care from one of our services.
3. The need to consider the impact the material may have on the person requesting the
information where the disclosure of records may cause serious harm and distress.
4. There may be a need to review the information request in relation to current data
protection legislation requirements in connection with data rights.
These factors will be reviewed regularly to ensure they continue to reflect and meet the Trust’s
accountability requirements. Further details are available here.

Article 16 – Right to rectification
The people who we hold data about – including those who use our services, carers and
employees – have the right to request the rectification of inaccurate personal data
concerning them and to have incomplete personal data completed, including by means of
providing a supplementary statement.

Credible health records, in particular, are an important aid in providing safe healthcare to the
people who use our services. Records should reflect the observations, judgements and
factual information collected by the contributing health professional. An opinion or judgement
recorded by a health professional, whether accurate or not, should not be deleted as it may
still be relevant. Retaining relevant information is essential for understanding the clinical
decisions that were made and to audit the quality of care.

If the person feels that information recorded on their health record is incorrect, there should
be an informal approach to the clinician concerned to discuss the situation in an attempt to
have the records amended. This is particularly the case for demographic information such as
name and address.
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Where both parties agree that information is factually inaccurate it should be amended to
display clearly the correction whilst ensuring that the original information is still legible. An
explanation for the correction should also be added.

Where the person disagrees about the accuracy of any aspect of the entire health record
(whether paper or electronic), we will enable the person to include a two-page statement to
the effect that they disagree with the content. This will be uploaded to the electronic records
and hard copy put in their paper records.

• The responsible health professional will check the person’s statement and
undertake an accuracy check of the statement and make a clinical opinion.

Where we have shared inaccurate data with a third party, (refer to Article 19) we have a
legal obligation to inform the third party of the inaccurate data shared and provide them with
an accurate copy of the person’s statement. Further details are available here.

Article 17 - Right to Erasure (also known as Right to be Forgotten)
Exercising the right to erasure involves a request by a person to delete personal data. This
means deleting their record altogether and this is applicable to both paper and electronic
records.

In the majority of cases, (refer to the lawful processing summary document on the Surrey
and Borders website for details) the Trust is unlikely to be required to comply with such
requests. This is because one of the bases for exercising the right to erasure is that a person
no longer consents to their data being processed. However, it is unlikely that the Trust will
rely on this as a lawful basis for using data.

In order to provide care, we must record and maintain personal information.

In deciding whether to retain health records, we have to consider the applicable retention
period:
• To ensure it is in line with NHS Records Management Code of Practice 2016,
retention is 20 years after discharge or last seen, or 8 years after the person has died
for adult’s mental health.
• For children’s health records, the basic retention requirement is to retain until 26th
birthday.
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We will check for any other involvements that could extend the retention. All records must be
reviewed prior to destruction taking into account any serious incident retentions.

This Right should not to be confused with the Right of Rectification (Article 16) where the
person can request for the deletion of inaccurate information. Further details are available
here.

Article 18 - Right to restriction of processing
The Right to restriction of the use of data means the people who use our services, carers
and our employees can make a request to suspend any use of their personal information.
The right only arises in the following situations:
1) When the person is challenging us about the accuracy of their (see the 'Right to
Rectification' (Article 16)), for a period of time to enable the Trust to verify the
accuracy of the data.
2) When the use of the data is unlawful, but the person does not want the data to be
erased.
3) When the Trust no longer needs the data for processing, but the person needs the
data to establish, exercise or defend legal action.
4) When the person has made a 'Right to object' (Article 21) request to the Trust to
not use their data and the Trust are making a case against it, e.g. must still use the
record for the continuation of care.
Further details are available here.

Article 19 – Notification obligations regarding rectification or erasure of personal data
or restriction of processing
Where personal data has been restricted or erased under articles 16, 17 or 18, if the Trust
has previously shared the data with anyone else, they must be notified of this unless this
proves impossible or requires a disproportionate effort. The Trust must also inform the
person of those recipients of data, if asked to do so. Further details are available here.

Article 20 – Right to data portability
The Right to data portability means a person can request to receive personal information
concerning them in a transferrable electronic format, so that the information can easily be
transmitted or shared by the person. The person can also request us to transmit the
personal data to another organisation where it is technically feasible.
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The right only applies to data processed on the basis of consent or on a contract, and which
is processed by automatic means. This is generally not applicable to health care as we are
using the lawful basis of “performance of a task carried out in the public interest or in the
exercise of official authority”. Further details are available here.

Article 21 - Right to Object
A person who uses our services, a carer or an employee can object the way we use and/or
share their personal information. This is applicable to any data processed for the purpose of
the Trust’s public functions or in the exercise of its official authority.

However, this is exempt if we can give compelling reasons for the continuation of the use
and sharing of the personal information which override the interests of the person or the
Trust, when processing legal claims. For anyone requests the Right to Object, the person
will be invited to discuss the requirements with us.

Further details are available here.

Article 22 – Automated individual decision-making including profiling
Where the Trust is making decisions automatically from electronic systems, the person can
make a request for decisions not to be made in this way.

We do use electronic systems that assist clinicians to make decisions relating to your care.
However, the decisions are not currently taken automatically. A clinician will always review
the information before making the decision.
If we are going to implement a system to make decisions automatically without clinicians
reviewing the information, then a data protection impact assessment (DPIA) must be
completed to ensure all risks are identified, assessed and mitigated.

Exemptions: Data rights do not apply in these situations.

1. Where health information is requested by a court:
This applies to health data processed by a court which consists of reports or
evidence which the rules of the court prevent from being disclosed.
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2. Where health information is requested by someone with either parental
responsibility or is appointed by the court:
This applies to requests made on behalf of young people aged under 18 by persons
appointed by the court to manage their affairs. The exemption applies to data
•

That the person provided with the expectation that it would not be disclosed;

•

Obtained after an examination or investigation the person consented to with
the expectation that the data would not be disclosed; or

•

That the person expressly stated should not be disclosed

3. Where the provision of information may result in the release of information under
Article 15 (SAR) which may result in serious harm to the individual:
This applies where complying with a SAR would, in the opinion of an appropriate
health professional, be likely to cause serious harm to the physical or mental health
to the individual requesting the information or another person.

The appropriate health professional is the person who
1) Is currently providing care or has most recently provided care to the person
(or if there is more than one such person, the person who is most suitable to
provide an opinion); or
2) Where there is no such health professional, another health professional who
has the necessary experience or qualifications to provide an opinion.
For the opinion to be valid it must have been obtained within the six months
prior to the date on which it is relied upon (unless it is reasonable in all the
circumstances to consult the health professional again if notwithstanding the
opinion was obtained within the prior six month period).

4. Where provision of information under Article 15 (SAR) may result in the release of
Child Abuse details:
This applies when the request is made by:
•

someone with parental responsibility for an individual aged under 18, or

•

someone appointed by court to manage the affairs of an individual who is
incapable of managing their own affairs

and the request relates to “child abuse data”.
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“Child abuse data” is not required to be disclosed to the extent that complying
with the request would not be in the best interests of the individual who the
child abuse data is about.
“Child abuse data” consists of information as to whether the child is or has
been the subject of, or may be at risk of, “child abuse”.

For this purpose, child abuse includes physical injury (other than accidental injury) to,
and physical and emotional neglect, ill-treatment and sexual abuse of, an individual
aged under 18.

5. Where provision of information may result in the release of Confidential
References.
This applies to:
•

education, training or employment of the person making the request

•

placement of the person making the request as a volunteer

•

appointment of the person making the request to a position in the Trust

•

provision by the person making the request of any service.

This applies to references either received or given by the Trust.

6. Where the provision of information may result in the release of Legal Privilege
Information.
This applies when
•

the personal information consists of legally privileged information, or

•

the personal information is covered by a duty of confidentiality owed by
professional legal adviser to the Trust.

7. Where the provision of information may result in the release of information
prohibited by Legislation.
The law prevents the disclosure of personal data in response to a SAR if where that
data consists of certain data about:
•

human fertilisation and embryology

•

adoption

•

special educational needs

•

parental orders records and reports
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8. Where the provision of information may result in the release of information relating
to Public Protection.
This applies when the data is processed for the purposes of exercising certain
functions in accordance with certain conditions, as described below, and disclosure
would prejudice the proper carrying out of that function. The functions covered by this
exemption include those designed to:
•

protect the public against financial loss in the management of corporate
bodies;

•

protect the public against seriously improper conduct;

•

secure workers’ health, safety and welfare or to protect others against health
and safety risks in connection with (or arising from) someone at work; and

•

protect the public from maladministration, or a failure in services provided by
a public body, or from the failure to provide a service that it is a function of a
public body to provide.

9 Where the provision of information may result in the release of legal services, the
health service and children’s services
This applies when the data is processed for the purposes of exercising one of the
functions listed below, and disclosure would prejudice the proper carrying out of that
function:
•

The Legal Services Board

•

Considerations of complaints under certain legislations (click here for details).

10. Where the provision of information may result in the release of Other Regulatory
Functions.
This exemption applies to certain functions of the Information Commissioner, local
authority monitoring officers and organisations who regulate financial services,
pensions and charities For details of the boards, click here.

Criminal data and information
Article 10 – Use of personal data relating to criminal convictions and offences
Article 10 is about the use of personal data relating to criminal convictions and offences. In
this guidance, we refer to this as criminal offence data.
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We must still have a lawful basis where criminal data is used, as detailed under Article 6,
and comply with the details relating to criminal data in the Data Protection Act 2018,
(Schedule 1).

When would criminal data be used?
If in connection to employment, health and research:
1. Employment: Information could be shared where it was necessary for the
obligations in regards with employment law as detailed in our published policies and
information sharing agreements, which are available on our website.

2. Health or social care: Information could be shared where it was necessary for
health and social care purposes, namely:
a) preventive or occupational medicine
b) the assessment of the working capacity of an employee
c) medical diagnosis
d) the provision of health care or treatment
e) the provision of social care or
f)

the management of health care systems or services or social care systems or
services.

3. Public health safety: Information could be shared where it was necessary for
reasons of public health and carried out by or under the responsibility of a health
professional, or by another person who in the circumstances owes a duty of
confidentiality.

4. Research into criminal data: Information could be shared where:
a) it was necessary for archiving purposes, scientific or historical research purposes
or statistical purposes
b) is carried out in accordance with Article 89(1) of the GDPR, and
c) is in the public interest.
5. Criminal offence data could also be used if one of the following conditions relating
to “significant public interest” is met:
a) Statutory and government purposes
b) Administration of justice / Exercising a function of the Parliament
c) Equal opportunity / treatment
d) Racial and ethnic diversity at senior management levels
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e) Preventing or detecting unlawful actions
f) Protecting the public against dishonesty
g) Regulatory requirements relating to unlawful actions and dishonesty
h) Journalism in connection with unlawful actions and dishonesty
i) Preventing fraud
j) Suspicion of terrorist financing and money laundering
k) Support for individuals with a disability or health condition
l) Counselling purposes
m) Safeguarding of individuals at risk including children
n) Safeguarding of financial security of vulnerable individuals
o) Insurance purposes
p) Determination of occupational pensions
q) Activities of political parties
r) Elected representatives responding to requests
s) Disclosure to elected representatives
t) Informing elected representatives about prisoners
u) Publication of legal judgements
v) Anti-doping in sport
w) Standards of behaviour in sport

In addition to the above categories, there are further possible conditions that are specific to
the use of criminal offence data:
a) Consent: Where the individual has given consent for their data to be used.
b) Protecting the individual vital interests: Where the use is necessary to protect the
individual and they are legally or physically unable to give consent.
c) Personal data is already in the public domain.
d) Legal claims: where the use of the data is for the purpose of, or connected to, any
legal proceedings (or future proceedings), or necessary for the purpose of obtaining
legal advice; or as part of establishing or defending legal rights.
e) Judicial acts: Where the sharing of criminal data was necessary as part of a
request from a court or tribunal.
f) Where data was used in the commissioning of indecency offences involving
children, in relation to the statutes detailed in Data Protection Act 2018 (Schedule 1,
Part 2, Paragraph 35). This condition can only be satisfied if there is anappropriate
policy document in place.
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Research, statistical and archiving purposes:
Article 89 – Safeguards and derogations relating to the use of data for archiving
purposes in the public interest, scientific or historical research purposes or statistical
purposes
The GDPR strengthens data rights in some areas, but member states can adopt conditional
exemptions to these rights where data is used for archiving or research purposes.

Processing for these purposes has to be subject to appropriate safeguards for the rights and
freedoms of the person. Further details are available here.

Section: Accountability and Governance
Article 24 – Responsibility of the data controller
Under GDPR the data controller has a legal responsibility to take steps to ensure and
demonstrate that personal data is used in accordance with the GDPR. The Surrey and
Borders Trust Board are ultimately accountable for data issues.

Article 25 – Data protection by design and by default
Data protection issues must be examined at each of stage - from design stage to the end of
the service.

Appropriate security measures and controls should be put in place in accordance with the
level of risks associated with the use and sharing of the personal information.

We require the completion of a data protection impact assessment (DPIA) at business case
stage. See below for further information about DPIAs and when they are required.
• DPIAs should be updated whenever there is a major change in terms of the way we
use and/or share the personal information.

Article 26 – Joint data controllers
Where two or more organisations (data controllers) jointly determine the purpose and means
of data being used, they shall be known as joint data controllers. Through our information
sharing agreements it will be made clear as to which organisation would be responsible for
data rights.
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Article 28 – Processor
A data processor is the identified individual or organisation who processes personal
information on behalf of the Trust.
To do so, this requires:
A legal binding data processing contract with the data controller. The contact must
include the following items:
•

Duration of the use of personal information

•

Nature and purpose of use

•

Categories of individuals whose personal information are being used

•

Type of personal information

•

Obligation and rights of the data controller

•

Security measures and controls to put in place for use of the information as defined
in Article 32

•

Return of the data to the data controller at termination of the contract

•

Data retention and destruction details at the end of the contract.

If the data processor undertakes any sub-contracting of the data processing, this has to be
with prior approval of the data controller.

Article 29 – Processing under the authority of the controller or processor
Our sub-contractors and suppliers cannot use the personal information of the people who
use our services, carers and our employees for purposes beyond what we have instructed
them to do unless the task is required by UK law. Otherwise, it is a breach of contract and
the Data Protection Legislation.

Article 30 – Records of processing activities
The Trust as a data controller, maintains a register showing what and how we use and share
personal information of the people who use services, carers and our employees.
It contains the following information:
•

Our Contact details

•

Purposes of use and sharing

•

Categories of individuals

•

Categories of the personal information

•

Categories of recipients of the sharing data

•

Details of data transfers outside the EEA (if any)
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•

Data retention details

•

General description of technical and organisational security measures.

Where we process personal information on behalf of another organisation, i.e. where we are
a sub-contractor / data processor, we have and maintain a register showing the following
information:
•

Our contact details as the data processor

•

Categories of the person information being processed on behalf of another
organisation

•

Details of data transfers outside the EEA (if any)

•

Data retention details

•

General description of technical and organisational security measures.

Article 31 – Co-operation with the ICO
The Trust and our data processors must co-operate with the ICO when requested,
particularly when there is a reported serious data breach, or a complaint has been lodged
with the ICO. Failure to co-operate may result in penalties imposed with the organisation.

Article 32 – Security of processing
Neither the GDPR or the Data Protection Act specify how we need to technically protect the
information that we hold of the people who use our services, carers and employees. It
outlines several principles where we should comply:
•

Making the information un-identifiable where possible.

•

The use of encryption, i.e. scrambling the information and making it unreadable until
the reader has the secret key.

•

Ensure systems are protected against leaks, unauthorised changes and
unavailability.

•

Ability to continue and recover when there is a major incident, i.e. having adequate
Business Continuity and Disaster Recovery Plans for the services.

•

Regularly test and risk assess the effectiveness of all security controls.

Article 33 – Notification of a personal data breach to the ICO
Personal data breaches will be reported to the ICO, unless the personal data breach is
unlikely to result in a risk to the rights and freedoms of the individual, within 72 hours of the
Trust becoming aware of it.
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Article 34 – Communication of a personal data breach to the individual
Where there is a data breach with a risk to the rights and freedoms of the individual, we shall
communicate the breach to the person without undue delay.
There may be exemptions:
•

There was an adequate security and management control to protect the information
all along.

•

Adequate measures have since been implemented that would prevent similar data
breaches happening again.

•

Where giving notice would require a disproportionate effort. In that case, a public
message will be required so that all people affected are informed in an equally
effective manner.

This should be done in line with the NHS Policy of Duty of Candour.
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Data Protection Impact Assessment
Article 35 - Data Protection Impact Assessment
Whenever there is a new project/service involving the use of personal information, then a
data protection risk assessment must be undertaken. This process is known as the data
protection impact assessment (DPIA). We publish a summary of all DPIAs our public
website.

Completing a DPIA is not a one-off exercise. It is regarded as a working document and it will
remain active until the termination of the service/system. When this is a significant change
in the service/system, the DPIA should be updated to reflect the change and the change of
risk.

Article 36 – Prior consultation with the ICO
If there are any unmitigated high risks relating to the use and sharing of personal
information, then the Trust can contact the Information Commissioner’s Office (ICO) for
formal advice.

Data Protection Officer
Article 37 – Designation of the DPO
The Trust has appointed a Data Protection Officer (DPO)
• For issues relating to data protection, our DPO can be contacted at:
DPO@sabp.nhs.uk

Article 38 - Position of the DPO
The DPO provides independent advice to SABP and it is fully supported by management
and the Board. The position is in the Digital and Information Directorate under the leadership
of the Senior Information Risk Owner (SIRO) and it has regular meetings with the Caldicott
Guardian to discuss data protection matters.

Within the Trust, our DPO also takes the role of the Information Governance and Information
Security Manager.

Article 39 – Tasks of the DPO
The DPO is responsible for:
•

Providing independent expert data protection advice to the organisation.
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•

Providing specific advice on the completion of data protection impact assessments
(DPIAs) and monitoring progress of risks and actions associated with the DPIAs.

•

Monitoring the organisation’s compliance with the Data Protection Legislation and
other relevant legislation/regulations.

•

Carrying out data protection audits on the behalf of the organisation.

•

Acting as the first contact point for the Information Commissioner’s Office (ICO) for
issues and matters relating to data protection.

Remedies, Liability and penalties
Article 77 – Right to lodge a complaint with the ICO
The ICO is the Supervisory Authority in the UK to make sure individuals/organisations
comply with data protection regulations (including GDPR).
•

If there are problems accessing personal information, or concerns about the way we
are handling personal information, you can contact the Surrey and Borders Data
Protection Officer (DPO) by email: dpo@sabp.nhs.uk; or the ICO.

Article 78 – Right to an effective judicial remedy against the ICO
If the ICO, as the GDPR Supervisory Authority, makes a decision about an individual’s data;
the individual has a right to bring legal proceedings against the ICO.

Article 79 – Right to an effective judicial remedy against a controller or processor
If a data controller or data processor makes a decision about how personal data is
processed which impacts on individual’s data rights; the individual has a right to bring legal
proceedings against the data controller or data processor.

Article 80 – Representation of individuals
Individuals can put forward a non-for-profit body/organisation/association to raise issues on
their behalf relating to Articles 77, 78 and 79.

Article 82 – Right to compensation and liability
Individuals who have suffered damage (material or non-material) as a result of how their
data was processed, are able to claim damages against the data controller (or data
processor) through court proceedings.

Surrey and Borders Partnership NHS Foundation Trust: GDPR Articles: v 1.0

•

A data controller or data processor shall be exempt from liability if it proves that it is
not in any way responsible for the event giving rise to the damage.

•

Where joint data controllers or joint data processors are in place, each data
controller/data processor is liable for the full damage incurred.

Article 83 - General conditions for imposing administrative fines
The ICO as a Supervisory Authority can impose fines for data infringement and data
breaches.
The level of the fine depends on issues such as:
•

The type, seriousness and how long the incident lasted. This includes the number of
individuals affected and level of impact the incident had.

•

Whether the incident or infringement was on purpose or due to negligence.

•

How the data controller or data processor afterward acted to minimise the impact to
the individuals affected. Including how they acted with the supervisory authority to
recover the situation.

•

The level of responsibility of the data controller or data processor as detailed in the
DPIA.

•

Whether a similar incident had happened previously

•

Type of personal data affected (personal or special category/sensitive personal data).

These can lead to a maximum fine of €10million or up to 2% of the total worldwide annual
turnover of the preceding financial year, whichever is higher.

Note: Non-compliance with an order from the ICO may result in fines increasing to a
maximum of €20m or 4% of the total worldwide annual turnover of the preceding financial
year, whichever is higher.
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